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ZTNA Architecture - Internet/SaaS

Breakout (unmonitored internet and trusted SaaS)
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. [ V - | Email
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SAFE Reference Architecture

Threat Intelligence | Malware Analytics | Actionable Intelligence | Unmatched Visibility | Collective Responses

A

- hreat Visibility & Hunting wLZ-Z)evice Insights

SECURE XX (xDR)

User/Device Security

ZERO TRUST WORKFORCE

Adaptive MFA | Passwordless | Trust

% Duo Secure = Secure
" Access QE’:" E-mail

SASE/REMOTE WORKER
Unified Client | EDR | Cloud Managed

® 2 %
@ A
_ Cisco Secure Client —_
VPN
Posture

Telemetry

Threat

Query

ThousandEyes
(Visibility

CISCO cﬂvflzdf

z,\a/lnadn?%%esgo%esteecsueorcices ecurity, Orchestration, Automation and Response

< a yecure Cloud Insights

#Kenna Vuln Mgmt

Network Security
Cloud Edge

SECURE ACCESS SERVICE EDGE (SASE) PRIVATE CLOUD EDGE (MSP or CUSTOMER)

Threat Protection | Secure Access Control | Managed Remote Access Reliable | Scalable | Flexible

{O\ Umbrella/Duo

SDWAN

< . s . Cloud access
?_'\ZTNA 7, DNS-layer | Af ?vee%ure M L7 firewall & security broker/ : ‘

W s~ security e +IPS ik o

ateway shadow IT ‘cisca o (>
- RAaaS P SSL = br?orcvosteer e %;tsa R\\%le?ll\j\%re P SDWAN === ;
— /N i (] A i i
decryption Isolation prevention :i'é detection SDWAN by Viptela Secure FirewalllhousandEye<Cloud DDoS

On-Premises

SASE/SDWAN ZERO TRUST WORKPLACE

Scalable | Flexible | Visibility | Comprehensive Security Segmentation | Identity and Context | Profiling | Containment | Encrypted Visibility

alvah * : - lh <= 'l
NetWOrk ‘r -.rm‘ ® ;_!‘_' @ Securlty \ = . T @ -¢ o
H_/{Edge ve SDWAN  Secure . - "

Analytics % === S—7
SDWAN by Viptela  Firewall  ThousandEyes

and Logging Secure Firewall s DuoCloud ~ Network
loT/OT SECURITY

) SSO+IDP  Gateway

(@ — <o/ | | ‘«) ‘{g}*

Secure [yl Stack Secure Network ISE Cisco
Secure Critical Infrastructure | Unified IT and OT DDo Analytics TrustSec DNA Center
I Secure Web
& £ 4 © &
Industrial  Industrial  Industrial ~ Cyber ISE
Router Firewall  Switch/AP  Vision  TrustSec

mmdent Response and Remediation Services

'}““ﬁrd Party Integrations

Application Security

ZERO TRUST WORKLOAD

Policy | API Security
Application Segmentation
Run-time Application Security

Application Security Stack
{2
Cloud Native Security APIC

O o

Secure Secure Application
Workload by AppDynamics

Ja

App Visibility | Detection | Response

( 1\
' Hybrid | Public =m
f ! Private = Cloud* & ™
- =
Secure Secure
Cloud Analytics Firewall

&

ThousandEyes DDggcgrveVAF )
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~ o 2023-03-31T09:10:136...
59.0310.92 (- ® Malicious PAddr.. 5053 oa3oTosionse.. TAloswee.  (GED
o e 2023-03-31709:10:13.6...
59.9716011 “®  Malicious IPAddr.,  Z05s o Sirosngse.  TAtosie.  (ED
. o ” . 2023-03-31T08:46:51.4...
bOc57binan... (] Malicious Domain 2023-04-07T08:46:51.... ZeroDotl C... m
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XDR &8 Al
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* 2023-03-13T16:.. Suspicious SME and RDF
s 2023-03-13T16:.. Suspicious Endpoint Acti
* 2023-03-13T16... Malicious Process Detec

cisco &W

S soil 322 of | &o

—/ -

Priority@ Status  New

Malicious Process and
Suspicious SMB/RDP...

Reported by Cisco Secure Cloud Analytics
14 hours ago

Assigned BM JF

MITRE ((«svmecrevnicas)

Alert types
- Malicious Precess Detected
- Susplicious SMB and RDP activity

Alerts
1. Malicicus Process Detected - #6
2. Suspicious SMB and RDP activity - #35

Sources
- virtualmachines/win-vie-2
- virtualmachines/kall

Chaining Patterns - Tactlcs
Execution (TAOCOD2) - Lateral Movement
(TAD008)

Chaining Patterns - Techniques
Masquerading (T1038) > Remote Services
(T1021)

AlZbofl 2 AT

A|2H0| X|'fof| 2t of 2k 2HA4|7F U=
BUAOAM 22 2UA

g0t OHEA sS40 H 2 23S
HOg L.
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QUANHES ZASHE 22 SOC =4S
YEolX| B TR0 w2t 2 HO[HE
Slsh= HEIH FYLIct

Name

Malicious Process and Suspicious SMB/RDP Activity Detect

Unusual External Server for This is lacalhost

Zo5tQIARIE AR BE

RINHE = XpAH X, 2HE OHs JHN| 52 Z2tet
2] AA0M =T E HIO|HZ ELELICE 91
2 S| XpA[S| M-HE 23 MITRE ATT&CK
H=49 7=

cisco 0W

Priority QUSSE Status  New X

Malicious Process and
Suspicious SMB/RDP...

Reported by Cisco Secure Cloud Analytics (rsa)
15 hours ago

Assigned BM JF
MITRE( - cooeveian)

Priority score breakdown

Detoction Assot

Risk Value at Risk
Short description

This feature is currently under active development

Long description

Alort Chain
1b56erabbaf173cd7286d51(1722e 4168t 7e5c8613

Description

View Incidant Detail

MITRE | ATT&CK

Tactics
¥ TADDDZ: Execution 100

View ail Tactics

The adversary |5 trying to run maliclous
code. Execution consists of technigues that
result In adversary-controlled code running
on a local or remote system. Techniques that
run malicious code are often paired with
techniques from all other tactics to achieve
broader goals, |lke exploring a network or
slealing data. For example, an adversary
might use a remote access 100l to run a
PowarShell script that does Remote System
Discovery.

y TAQDOS: Lateral Movement .~ &6

Orientation v |

NTAUTHOATYSNETW,

4 Assets

L vinuatmschines/win-vic-z (=
T virtuatmachuneswin-de-0 ()
L virtuatmschines/win-vie-6 |

1 virtuatmachines/kali -

b Bt

FruSTe Y .,

oy
doesg) pel
mword
View Assets 31 Observables
0 s ) NT AUTHORITY\SYSTEM (=
Seners 07 CAWmcows\System3 Zisvehost exs (-
$overen @] svenoatexe )
T vt @] SYSTEM (|



XDR && Atd|

A0 U2 M2 K|

XDR & X[ Z1}

. 02 AAO| QIAHEO| THSFEHY K1)

. ObE Q3 QIAHEN TS UE TNE
OIX|EIE 7|

+ HIXL|A Q3 9 XRA JRX|of 2t @4 2900t

X IANEE

92 8
74 2 Detection Asset
Risk Value at Risk

CISco GM

Incidents
[ 62 incidents ] 33 New Incidents 8 Open Incidents
l Saar . ] 62 malching resuits Filters
] ~ Priority . Name Source
] m Malicious Process and Suspicious SMB/RDP Activity - Doc Test Do .. Cisco Secure Clou...
B @ Unusual External Server for This is localhost Cisco Stealthwatc...
CJ m AWS Inspector Finding for This Is localhost Cisco Stealthwatc...
O m Command and Control DNS Activities Umbrella
0 [ 928 ] Formula Test.Mar2?.Critical. TTP(58).AssetValue[8] FormulaTest
0 [ 928 ] F1.03-06d.Critical TTP(58) AssetValue[10] FormulaTest
] @ Attack Graph Test - 109 Observables Formulalest
0 F1.03-06a.Critical. TTP(50). AssetValue[NULL] FormulaTest
| @ New Internal Device for This is localhost Cisco Stealthwatc...
@
{ 742

Azure Permissive Security Group for TD&AR RSA

F1.03-08.Critical. TTP(58).AssetValue[8)

Ciseo Secure Ciou

FormulaTest



XDR && Atd|

ZAF A2

Alert Chain at a Glance

Created 2022-04-01 12:00:00 EOT Chaining Patterns [l * Dicoven (@) >
Last Active 2023-04-03 10:00:00 EDT Discovery (2 — - e Rl
’ Inftial Access
Alert Chain D 569 _
XDR Et x| 24 J-_||. 5
= = Status @ Open Post an Incident = Post lo SeCweX Ineident Manage (2]

Common Indicatars & |-05c189f2¢85251a7d b%
o |I: O| H"'l."‘ |7|-7§-I °
° I_|* IjE_ I: 2 %I * - 1 E?_:l Tatel Associoted Davicea Total Active Daya Lnique Alerts Total Alerts i MITRE ATTACK
= 1] O|EZ| X A0 LSt O|HIE Atzt 2hA| Bl 19 366 7 22 “ %
A [@) LN SRR . S0 . TACTICS FCHNIOLES
¢ 1_5 I_l-l_:| I_I EE I_-l—o-l I:' |_I- O I:||i|— o |_I- |_|-7:| =< ACTIC TECHNION &
S Hol'd
Alert Timeline Connection Gragh Devices & Raolss All Hosts
A =Qot OIA|HEO| CHoE Xt=s3tEl H2US E5Y f——
¢ jl’o3-g-|_|- |_|* d_O‘IE JXOQJEOE S0
OIHIZ|HMAE = A| AXISEA OlA |C}
I_|EE I_-l—E —|* TI:IE_I_MI:IL‘I: Alert Type
Zoom Tm 3m Gm YTD 1y AN 1-Aar-2022 F-Apr-2023
2022 20278
Distinct Alert Types /| MITRE Tactlc Aoril May Horm luly  August  Sep Ot Neaw Do Jaer Fobs  March
© Excecsive Access Atemprs (Extornal) (15 Cropea: 2022-04-01 12:00 EOT
© Inbound Part Scanner 110718 wa Creatsd: 2022-08-17 21:30 EDT
© Internal Port Scanner 1129 Blscovery Croatod: 2023-0-03 0820 =01
» Confwrmed Threat .
Command And Gontrol Craated: 2022-11-02 06490 EOT

Watchlist Hit (15)

> sSuspocted Port Abuse (External) (2) Clscovery Croatact 2023-03-17 16:40E07

© Fersisient Remote Control
Fiillnl Actmas Created: 2073-03-23 68 27 EOT

Conneclions HL7H

5 : i 1475 g
@ Nsw Remote Accass okl Accuss Crected: 2023 04-01 01:10 EDY
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Davice View | All Devices | Secure Client Daevices ‘
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Source Health

13 Devices

100% '? ﬁ'

jetot Atn R4+=2 X[F 7t

I Select Saved Filter ]
Text Search Managed Status Operating System 0OS Support
[‘”l User |8 hostnama [Sr_«la-;r ] Select v J [SGHJCY
Device Value Labels Sources Policies
[ Select [ Select I Select J [Selec!
12 Devices found 0 Davices Selected 2 Edit Labels
| Device Name os OS Version 0S Support Users Seen Sources
) ATW iPad Pro12 @ ics na Jamt Pre
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Datacenter Endpoin
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CNCF 2022 2& =A

Does your organization use Kubernetes?

END USERS

Using in production

25%

Piloting / evaluating

49% 0|’ 30| KBS A8 3

NON-END USERS
20%

Using in production Piloting / evaluating

CISCO aﬂ?ﬂ%f

CNCF(Cloud Native Computing Foundation




CNCF 2022 A2 XA} A1}

How are containers used within your organization?

Used for most or all
production applications
and business segments

throughout the organization

Used for a few production
applications and business
segments in the organization

Piloting or
actively evaluating

79%7t 2B0AM ArE

CISCO cﬂvflzdf

CNCF(Cloud Native Computing Foundation



CNCF 2022 M2 XA 2D

What are your challenges in using / deploying containers?

The biggest challenges responders reported, in using and deploying containers, af lack of training and security.

fact, lack of training is the most significant barrier inhibiting adoption. It is the top ¢
vet to deploy containers in production, and 41% of those that use containers an a limited basis. Once containers are

used for nearly all applications, then security becomes the top challenge.

44%

ah

. Containers used for most or . Used for a few production Containers are
all production applications applications and business being piloted or
and business segments segments throughout the actively evaluated
throughout the organization organization

Of respondents that have

yet to deploy containers in
production say lack of training
is the most significant barrier
inhibiting adoption.

CISCO &W

CNCF(Cloud Native Computing Foundation
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Kubernetes+= O{ZLC}?

#kubectl get namespaces

~~

#kubectl get service -n ns

~~

#tkubectl describe service -n ns svc01

~~
~~
~~

~~

#tkubectl edit service -n ns svc01

#kubectl get deployments -n ns

~~

#kubectl describe deployments -n ns

~~
~~

~~

#kubectl get pods -o wide -n ns

#kubectl describe pvc -n ns pod-pvc

~~

~~

~~

#kubectl get pvc -n ns pod-pvc -o yaml
> 123.yaml

CISco aﬂzﬂ%f
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Calisti

The Cisco Service Mesh Manager

Operationalize the service mesh

POD 2t &fM|et M| A JFAlE K

|0 2hE 9| EcffH e
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AH[A Z2E9 mTLS S+ K&

20 221 AE 1071 nodestX| 22 |

mTLS: Mutual Transport Layer Security



Kubernetes?| 7tA|d H| &

- SMM-DEMQ
OVERVIE PROXY ) A {EALT! ~malvtire I}
OVERVIEW Y CONFIG HEALTH C']IL'”\V l,l(,t\‘\/]
MESH WORKLOAD -30!."1':'0(1:'9 o = DEPLOYMENT
analytics-v1 analytics-v1
Lre \.yPK; (\UJ..L.L;ARJU}JUGL!'.‘
walvtics-vl B > template:
Namespace smm-demo metadata:
Giusiar! Cobehatos annotations:
) 176 app.kubernetes.io/version: 0.1.4
Kind Deployment
177 istio.io/rev: cp-v1l5x.istio-system
App  analftics
178 creationTimestamp: null
Version V1 -
179 labels:
Replicas 1 s
sk 180 app: analytics
1
Created: 3montns.beo 181 version: vl
Labels = spp:analytcs | appiutetnetes,ojinstance: smm-demo spp.kibel 1832 spec:
app.kubernates o/ pan-of: emm-dema | 183 containers:
" 184 - env:
185 - name: WORKLOAD
NAME CONTAINERS 186 value: PI
187 - name: PI COUNT
analytics~v1~-6556d85866~md 2/2
g 2l 188 value: '1000'
189 image: ghcr.io/banzaicloud/allspark:0.1.7
Events 190 imagePullPolicy: Always
TYPE REASON mel 191 name: analytics
92 ports:
oraconted 193 - containerPort: B{B0
194 protocol: TCP
195 - containerPort: 8382
196 protocol: TCP
Aety 197 - containerPort: BQ83
198 protocol: TCP
CPU Usage & 199 resources:

CISCO 0%%%%
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& panoptica «

docker.io/descartesresearch/teastore-image

T ey e L

iy '

AGE LAYFRS C15 DENGHMARK PACKAOSS & LICENSES

Faunble only

No

Properties

Packago Name Package Name | ATTACK VECTOR

Image Package Version Image Package Version

[ Fix Version

FYC AVAILANILITY

Fix eveilabe

PRIVILEGES REQUIRED

ATTACK COMPLEXITY

CONFIDENTIALITY

No fix s cumantly avallabie

Han Jin Park ~

Tha wordexp function In the GNU C Litrsry (aka glite) through

2 .33 may crash or read aroirany memory o parse_param (in
poai/wortlonn <) wharn callad with an untrosted, craltod patiern,
potantisily rasuting In & dentai of sarvica or disciaure of
Iformaton, This OCcCurs becauss atol wis used D strioul
should have bean wsed 10 ansure comact caleutatians

Pythan 3.x through 2.9.1 hao a butfer cverflow In PyCArg_repr in
-ctypes/catproc.c, which may lsad to remote code exscution In
certaln Pyihon appleations that sccspt oating-point numaess =5
untrusted input, as demonsirated by a 1300 argument 10
¢_doubia.from_param, This cecurs bacause aprintt (s used

unsafely.




cl/cb
& panoptica «

[ docker.io/descartesresearch/teastore-image ]

e =3 39ehbEeeT0Th 23101 73h s 1da0 3200 b0 B304 b=y @

lat:
] VULNERAMLITIES ' Ave CIS DENCHMWARK PACKAGES & LICENSES Rctive anly .

) COPY target/*.war Jusilocalftomcatiwebappsi # buildkit L2 0 &8 03 61

savedAptMari="S(spt-mari showmanual)';  apt-get update; apt-get install -y <-no-install-recommends gnupg dirmngr wget ca-certificates ;.. Totsk 570 38 Or0s




RUNTIME
4 panoptica «

CONNECTIONS

[+7) Last 5 minutos

Violatlons only Highest Vulnecabllity

EVENTS

Workload risk

NAMESPACES

Identifiad

Clusters & Namespaces  Enwvivonment

L

W, Refresh ﬂ] Export to Excel

Wasiong-
webul

teosiore kubemetsa

Active

65:368:52 PM Apr
20th, 2023

Ungrotactoc

sNm

smm
authentication

stm~
federation-
gavewady

s

fadeation-

7
CIsco (f:e%ff@(?

ubemetss

Lubemet=s

Kubemetos

cubememns

' Active

Active

Active

Active

3:12:10 PM Mar
Tth, 2023

3:12:10 PM Mar
Tth, 2023

3:12:10 PM Mar
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MH|A 2| 9PH A - Runtime 22|

UPGRADE Han Jin Park ~
= RUNTIME Sat up Panoptica W ACCOUNT AP SRR
& panoptica «
loac
l’:] D board
teastore-webui
o et K POO TEMPLATE SECURITY CONTEXT LICENSES
E Runtime
. Waorkioad risk: Wi M O e Workload details
[a3 AE
- . v CLUSTER NAMESPACE ENVIRONMENT
( SEVETiess 3 The workload has 2 vulnerabliity of severity HIGH or CRITICAL
hutimmiete tEantirm A0
T iy L) The warkload can run as oot
D y
%) The workioad Is public-facing AULE NAME RULE ACTION VIOLATION REASON
1< i = 4 o n 1 4 ’ { Block
f1 The workload is scceasibie uaing SSH (port 22 i open) " e W
% Assassment @ The workioad can escalate its privileges
UNPROTECTED
[ Samnlianna &* The workload tempiate has been modified
\A The workioad is unidentified J
1 15 I
You may edit the ignore risk rules on the sk Managament page Workdoad trust
:‘:'3 Audit Please note that it will take few minutes to undate the risk table

{63 Systermn f cl
- Workload liconses:

"\ The workioad has unidentifed Irmagoes

co

LR 2ib B AFL3.0 ) 8304 Cisusa § G- D.-1.3 00l J LGAL-2 1-only § BS0-3 Ciausu § 85D 2 -Cluate § GPL-Z 000k § GPL-3.0 ooy |

U Artiztic-2.0 8 Apache-2.0 8 CC0-1.0 B WMIT § GIDL-1 2-only | The workioad was identifed
REGISTRY

\ The image registry is untrusted



4 panoptica «

Dashboard

Navigator

Cl/CD

Runtime

Compliance

DenyServiceExternaliPs is not sat (Automated)

a a » a
D C
UPGRADE — . Han Jin Park ~
COMPLIANCE Set up Panoptica 7Y  API HP |
P Sl ACCOUNT (\’ : Adminlstrator
89% Scanned clusters ) out of 1 =1 7l T 1 Clusters with action
compliance clusters scanned N2 items
TEST COMPLIANCE RESULTS ACTION ITEMS
1. Control Plane Security Configuration 82% 22 @9 O o O
1.1. Control Plane Node Configuration Files 04%, 21 P Ho O
1.2. AP| Server 75% % 158 @6 o O
RECOMMENDATION COMPLIA! TYPE REMEDIATION
o 1.2.1. Ensure that the ~-anonymous-auth 0% NA Edit the AP| server pod specification file /etc/kubemetes/manifests/kube~apiserveryaml on the control plane node and set the
argument is sat to false (Manual) below parameater. --anonymous-auth=falsa
1.2.2. Ensure that the --token-auth-file 100% NA Foliow the documentation and configure altemate mechanisms for authentication. Then, edit the API server pod specification file
parametar is not sat (Automated) jetckubemetes/manifests/kube-apisarvaryaml on the control plane node and remove the --token-auth-file=<filename> parameter.
1.2.3. Ensure that the —- 100% NA Edit the API server pod specification file /etc/kubemetes/manifests/kuba-apiserveryaml on the control plana node and ramove the

‘DenyServiceExtemallPs” from enablad admission plugins

)




Kubernetes RBAC

RISK ASSESSMENT UPGRADE ¢ HanJinPark v

ACCOUNT

Administrator

& panoptica «

ssions Analysis kubernetes cluster Show system roles ()

Dashboard Owner Type Pormission Risk

Al - °j Refresh  —— Golumns

Navigator : MAMESPACE PERMISSIONS a

cert-managesr Service Account cert-manager Total. 18

Cl/CD

istiod-cp-v115x Service Account istio- system
Runtime

imagepulisecrels-controller Service Account SMM-registiy-access

APls

controller Service Account metallb-system

Serverless

S, speaker Service Account metallb-system
Deployments

$ , cluster-registry-controller Service Account cluster-registry

Policies

, Smm-suthentication Service Account smm-system Total: 2
Risk Assessment

cer-manager-cainjector Service Account cet-manager

Gompliance

cert-manager-webhook Service Account cert-manager




Kubernetes RBAC

& panoptica «

= Dashboard
' 1
(#) Navigator

) Cl/cD

B Runtime

o"o APis

£\ Serveriess

ss Deployments

Policies

)

Risk Assessment

<

r
-

Compliance

ADMINISTRATION

E& Audit

Ca”) ribibain

s A UPGRADE
. i )
RISK ASSESSMENT Set up Panoptica ACCOUNT @ an
RUNTIME SCANS PERMISSIONS (RBAC) RISK MANAGEMENT
Permissions Analysis kubernetes clust it ( cert-manager-controller-challenges role 5 Refresh == Columns
RESOURCES RESOURCE NAMES APl GROUPS VERBS RISK RISK REASONS
challenges, .
acme.cart-managerio update, patch
challenges/status
challenges acme.cart-managerio get, list, watch
issuers, clustarissuers cert-manager.io get, kst, wateh
7 Allows access to secrets that can rasult in exposure of private credentials, passwords,
secrets core get; Est, watch Hi L
< private encryption keys, otc.
= : Allows to access all clustar events which can result in disclosure of sensitive
evants core creats, patch High risk ) > 2
Information, falsely changing svent content or ramoval of important infarmation
Allows to create, delete and aven modify running workioads in the cluster which can
get, list, watch, create, = result in changing of desired workioad behavior
pods, sanices cora : High risk ; )
delets Allows to modify network routes which can result in unauthorlzed communication or
DoS
: get, Iist, watch, create, = llows to modify network routes which can result In unauthorized communication or
Ingrasses networking.k8s.ic High risk 3
delats, update DoS
L) Ve g wwiiwowmwr magresse wrois —_—
O S (T T Sy e T e e T e S T A ST U Y Sa D 298 1 | TSI BT 2 B



APl Security

APIS

& panoptica «

DASHEOARD

iashboard

Internal APis
Navigator

aiffely) Specs & diffs

APIs

69

Total APis

Serverless
Deployments
» APl nith specs

Policies Pt
Glcies = APls without spocs

Compliance

Rigk findings

» High

Top risky findings

FINDING NAME

Zomide operations
» Shadow operstions
*Rogue operations
= Vialid operations

Risk Findings Trend

No data to display

sMadium elow o No known rink

CATEGORY

ﬂp risky APIs

carta

catalogue

analyrics

analytice

e




APl Security

& panoptica «

ashboard carts:80

(#) Navigator
‘>
APIDETALS

o CIeD

SECURITY POSTURE

f_? Runtime )
AL Camgories List

59 APIs

server-workioad-security €3

sk Assagsmeant

Compliance

ADMINISTRATION

0 3 Medium rlsk findings

The workicad template has been modifed 1 Occunence

workload_security
scription The workload template has been modified

Mitigstion Address this Issue in the APl server workload Image

The workicad can escalate iy privileges | Occurrence

warkload_security
Description The workload can escalate its privileges

Mitigation Address this issue in the APl server workload image

The workicod is sccecciblo using SSH (port 22 is open) 1 Occyurranco

workload_security
Deacription The workload is accessible using SSH {port 22 Is open)

Mitigation Address this issue in the APl zerver workload image

{3 Downlosd findiog's JSON

m Downlood finding's JSON

1 Downlosd findting's JSON




API Security - Third-Party

APIS Set up Panoplica Han Jin Park

Agministralg

& panoptica «

DASHBOARD RISK FINDINGS INTERNAL APIS THIRD-PARTY APK CGATEWAYS API POLICY PROFILE

Policy compliance

‘) Rofresh

API NAME SECURITY FINDINGS & POLICY COMPLIANCE SPECS

Al R . :
(¢} Runtime https:/ fwwwlinuxfoundation.org/  Total: 10

&9 Apis

nepsimersightec hittps://www.linuxfoundation.org/

ast update: 13

https://www.docks
SECURITY POSTURE

hitps://www.clsco,
Client Workloads Top Risk Categories
https//www.cncii

» No known risk

https://kubemetes,




API Security - Third-Party

APIS & Han Jin Park «
& panoptica « Administrat
https://www.linuxfoundation.org/

API DETAILS SPECS [ SECURITY POSTURE ] AP| ENDPOINTS

Categories List ¢} 3 High risk findings

[ network () ] TLS Version 3 Occurrences

application 0

=y Download finding's JSON

Source shodan
Description The protocol used Is deprecated or no more recommended.

Mitigation Disable this protocol and use a secured one,
Occurrences
#1 Additional Info

title: Assat
value: "199.60.103.31:443"

title: Module
value: "hups-simple-new"

title: Description

Qm\' "Weak SSL version” J

vitles Version




API Security - Third-Party

APIS
& panoptica «

https://www.linuxfoundation.org/

s 33 PM Jun

API DETAILS SPECS [ ECURITY | TUE ] AP| ENDPOINTS

Categories List 0 4 Low risk findings

Missing required headers

Source

Description

Mitigation

Occurrences

Han Jin Park

\ g 1T strot

5 Download JSON

4 Occurrences

i Download finding’s JSON

shodan

One or more required security headers are not set, These headers are important for
preventing attacks and must be checked for use and correct configuration.

Ensure your policy correctly implements the required headers.

ﬁ Additional Info \

title: Asset
value: *199.60.103.31:2083"

titlte: Description

\uall:c: "At least one security header is required

#2 Additional Info




DASHBOARD
& panoptica «

Dashboard

( .;) LAST UPDATE
—’ Jun $th 2023, 1316

All clusters

Runtime

INITIAL ACCESS

PUBLIC FACING
PRIVILEGED

CONTAINER SERVICE
WOHRKLOAD

CLUSTER

14/1

PRIVILEGE ESCALATION

/!

COMPROMISED NAMESPAGES
kubametea/bookinfo + 13

K8SheldE £35F MITRE ATT&CK Fra

Han Jin Park ~
Aministrstor

3 Generate
Report

EXPOSED
KUBERNETES

DEFLOY CONTAINER
DASHBROARD

1\
WRITABLE HOSTPATH PRIVILEGED PODS/
MOUNT ROOT POOS

KUBERNETES

A

" CLEAR CONTAINER
LOGS

CREDENTIALS ACCESS

EXPOSE KURFRNETES
SECRETS

SSH SERVER RUNNING
INSIDE CONTAINER

UNAUTHORISED
REGISTRIES USAGE

SUSPICIOUS
DEPLOYMENT

COMPROMISFD
IMAGES IN REGISTRY

PRIVILEGES
ESCALATION
ENABLED

CRONJOE CREATION

RESTRICT ADMIN
DINDING ABILITY

MULTIPLE CLUSTER
ADMINS

A access e
KUBERNETES APf
SERVER

A

P
WRITABLE HOSTPATH
MOUNT

DEPLOY CONTAINER

~ SERVICEACCOUNT

ACCESS

CONTAINER
RESQURCE
DISCOVERY

CLUSTER INTERNAL
NETWORKING

ACCESS TILLER
ENDPOINT (MELM 2)

DATA DESTRUCTION
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Three Business Units: Entering laaS as “I” i \2:;\* ",
. Digital Marketing the first AWS 11l Focus Digital —~ g%
- Digital Agency GOOQ|€ Partner in Korea 4 $ N and_ 9 e
MEGAZONE . . . ) Globalize m
Cloud Innovator - Platform Service (#1 Share & Premier today) N Ve
1998 2006 2009 @ @ @ @
Founded as a Entering SaaS as Refocus Cloud and - MEGAZONECLOUD
Web Agency and @ the first Google aWS Enter into D|g|tal ‘ . spun out with over
Hosting @ Apps Partner in ¥A450B in Series C
Service Provider Korea v’ " e funding
(#1 Share today) MEGAZONE
cCLOUD
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M7= 2212 E Q| Business & Offerings

Digital

Technology
Service

ERP
: SAP

Infrastructure

ORI A2 9ot A|xstE

—

Managed Service
Mass Migration Service

Cloud Security Service
DMZ Stack & VMC on Cloud
Graphcore & SQream

Big
Data

Platform

» SpaceONE
* Megazone PoPs
* CloudPlex

* Rescale & Elastic

Data

Service

Application

A&3t O X2 H| LA OJAR gl

22|Z 98t H| =LA ofZ2[3|o|M

* SAP on Cloud

» Salesforce/Zendesk : Mega CX

SpaceONE

Digital
Business
Service

Data
H|O|E 21X| Ao
cfolE] Z2tE 2

» Data Business Service
+ Big Data

DW/Data Lake

Al/ML



0|7}Z22tLE 0| Business & Offerings """

Digital

Data
Technology

Service

Service

aWS D /AAzure g:@SHOWﬂOke @ CONFLUENT

Google Cloud

Kt Cloud NBP 5 & 01 Cdatabricks %e elastic

eeeee t Cloud Alibaba Cloud

"cll's'é'c;' @ vimware G.ﬁ}.f?g% DataRobot CLOUDZRA
C{O

@ rrl'l F\:—} v ¥ O 5 m Al DYNAMICS INC.

HashiCorp  DATADOG GitLab newrelic | ooker il i

cisco cah/zzef

Digital
Business
Service

S by
servicenow S0 Genesys Cloud
DOUZONE ' workato

zendesk ® sendbird



H7I=2 2212 E Q| Business & Offerings

Hyper Billing

1,500+ install-base with
AWS, Google, Microsoft
& major CSP
Cost Management Solution

aV\_IS 3 /AAzure

CISCO aﬂ?ﬂ%f

SPace ONE

Multi-Cloud Management
Platform which extends into
IDC inventories with Single

Pane of Glass enabling 1aC -
based infrastructure operation

a\\“l—\_//S 3 I\ Azure

R
E!

Terraform

ulllll'lc
Cisco

Q it

F.it your IT as you want

F:it's business philosophy is
to assure the highest quality
product, total client
satisfaction, timely delivery of
solutions and the best
quality/price ratio found in the
industry.

Google

Be Microsoft % ASANA

st ren]us
CISCO

3 MEGAZONE PoPs

Enterprise SaaS

management platform
helping customers with an

increasing application
deployment

@ = slack

T Jira

A

zendesk

st]ven]ug
CISCO
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Why Megazone Cloud Why F:it
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| BELIEVE THAT WE WILL WIN

The next decade
for Meraki Cloud

Next Gen Cloud Architecture design

10x scale

Global Expansion

Higher performance

Powering new Cisco product lines
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One Cisco
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Cisco+ Secure Connect

¥ viptela  (#u8)
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Cisco Catalyst
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cloud-
managed

CW9162I-MR CW91641-MR

* 2x2(2.4GHz) + 2x2 - 2x2(2.4GHz) + 4x4
(5GHz)+ 2x2(6GHz) (5GHz)+ 4x4(6GHz)

+ 2.5 Gbps mGig « 2.5 Gbps mGig

« M7 24: PoE, DC « X% 24 : PoE, DC
Power Power

* loT ready + Bluetooth « loT Ready + Bluetooth
5.x 5.x

« USB-45W e« USB-45W

+ B8 S5 AP - 145 AP

30W PoE+0ME 2E &

HEO| AJe Radio

S8 EepPl HIS

O
feaf =it

CW9166I1-MR

e 4x4(2.4GHz) + 4x4 (5GHz)+
4x4(6GHz) ==
4x4(2.4GHz) + 4x4 (5GHz)+
4x4(5GHz) (XOR 5/6)

* 5 Gbps mGig

« XM& Z2: PoE, DC Power
* |loT ready + Bluetooth 5.x
« USB - 4.5W

« X115 AP

25 X5 (6 GHz @ LPI)

WIDS/WIPS 7|=(AirMarshal)

MR57

4x4(2.4GHz) + 4x4 (5GHz)+
4x4(6GHz) E=
4x4(2.4GHz) + 4x4 (5GHz)+
4x4(5GHz) (XOR 5/6)

5 Gbps mGig 0|53t

XMl Failover X|¥ *

loT ready + Bluetooth 5.x
USB - 9W

ATMS AP




Catalyst 22[RE ZL|EZI O Z 9| SH%h

o

DIY(Do-it-Yourself) 7|t

2% U4 X2

Cisco =2j0f ofZ2to|oiA
-lllolllo

casco Meraki

Low-Touch




* DNA Essentials 2t0|dlA ArEA| S 2[AH0 & AR 2= XEEX] B3

cisco OM

x|2l 2

Catalyst
9200/L/CX
9300/L/X
9500

AT E9Q||0]
IOS-XE 17.3.1 ~
17.9.2

2fO[ A
DNA Advantage
DNA Essentials™




Meraki MX EOt x| =3

— SMALL BRANCH — VIRTUAL
| - — —
Small 200 Mbps
MX64/W MX67/68 MX67C/68CW MX75
Up to 50 users Up to 50 users Up to 50 users Up to 50 users Medium 500 Mbps
250 Mbps FW throughput 600 Mbps FW throughput 600 Mbps FW throughput 1 Gbps FW throughput L 1Gb
Wi-Fi & PoE Wi-Fi & PoE Wi-Fi & PoE WAN PoE arge pS
CAT 6 LTE modem
— MEDIUM TO LARGE BRANCH — CAMPUS OR CONCENTRATOR
MX84 MX85 MX95 MX100 MX105 MX250 MX450
Up to 200 users Up to 250 users Up to 500 users Up to 500 users Up to 750 users Up to 2,000 users Up to 10,000 users
500 Mbps FW 1 Gbps FW 2 Gbps FW 750 Mbps FW 3 Gbps FW 4 Gbps FW 6 Gbps FW
throughput throughput throughput throughput throughput throughput throughput
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Cisco+ Secure Connect Now
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MV12 A[2|X
Wide or narrow FoV

1080P video
128-256GB storage
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360° FISHEYE

MV32

360° fisheye
8.4MP sensor
256GB storage

CHE=

MV22 Al2|X
Varifocal lens
Wide to narrow FoV
Up to 4MP video
256-512GB storage
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MV72

36-112°2 FoV
1080P video
256GB storage
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MV72X

36-112°2 FoV
4MP video
512GB storage
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\) Cisco AppDynamics Integration
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The bridge to possible
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