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silinlis PR FISZLR=E £ LAST 30 DAYS ~
© s Security Overview

Network Breakdown O see Al security Events

Total Requests
4.4M Total ¥ 27% vs. last 30 days

400K Unbrella Roaming Client (22356.0)

1Pv4 DNS status:
O Protected (DNS64 not protected)
B Encopted (DNS64 detected)
User Identiy:
1Py Addres:
IPv6 DNS status (BETA):
) Protected (DNS64 not protected)
) Encupted (DNSE4 detected)
User ertty
IPv6 Address:
IP Layer Enforcement status:
10 @ Local Protection blackist only)
Detais:
Last Connected: 3min ago
Logging: On
Client Name: S 4
Orgarizatn id: AN
Device Id:

Total Blocks
14 Total ¥ 55% vs. last 30 days

Bun Diagnostic Tool
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EN=EES

SD-WAN ON/OFF Ry D=7 INA X
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Xt OS (A—=27 70547 2h)

Cisco Umbrella B—=27 0247 & XD OS TEHWELE T,

e Windows 10 (NET 4.5 HNAE)

e Windows 8 XU 8.1 (64 £k, NET 4.5 h\iAE)

e Windows 7 SP1 (32 &0 64 £k NET 3.5 hiAE)
® macOS 10.11 2Lk

o, APEBOREALBTSIcdIc. 54> RFa2 4k [Cisco Umbrella 21— HAKR) @ #53%HE) ©
TELIEEL,

. docs.umbrella.com/deployment-umbrella/docs/ FiisetF

SISO (ZyyaR—R)

Cisco Umbrella Zv>aR—RIcld. DT 2T DOHEFH/N—I 3> 77 ALTLIEEL (Microsoft Internet
Explorer ZfRE, RAIELTERID 2 /\—TVarEmHR—LET),

* Apple Safari

® Google Chrome

* Microsoft Edge

* Microsoft Internet Explorer
® Mozilla Firefox

0

AAARIE 2020 £ 8 BFFAD Cisco Umbrella 22— R7% Windows 10 $&U Google Chrome DEEH CHEERL TULNE
9. Cisco Umbrella D777 7—r0/\wor—2 0SS BRUT Z0HOEEL/N\—V 3V Ic o CEEPFIENERLEDIZEHHIET,


https://docs.umbrella.com/deployment-umbrella/docs/前提条件
https://docs.umbrella.com/deployment-umbrella/docs/前提条件

04

. Ay AR—RICOT 495

Cisco Umbrella I, BREMIEZ ST 20 X—XOEEET [Cisco Umbrella #vaR—F] CHREEELET,
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Umbrella Support

Welcome to Cisco Umbrella! 2020/06/3

Welcome to Cisco Umbrella!

us

Umbrella Support <umbrella-support@cisco.com>
5E5E

asco. Cisco Umbrella

Hi Takashi,
Welcome to Cisco Umbrella! Your order has been processed and will be activated shortly. Let's get you up
and running quickly, so you can start protecting your users and devices today. Just follow these quick and

easy steps:

First Step:
| Sign into your account: https:/dashboard.umbrella.com I—e

} Your login email: . . Q
« The first time logging into the dashboard you will need to create a password by clicking the "Forgot

password" link.

« Note, if you do not receive the email, please check your Spam folder.

Second Step:
Use our Getting Started Guide. Learn how to send traffic from your networks or devices to Umbrella,

create a security policy to protect the traffic, and view the reports to see what's happening.

mim
CISCO.

Cisco Umbrella
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o *{E% [Umbrella Support] H5D4E4
[Welcome to Cisco Umbrella!] X —
% E3

e [Your login email] |ZEc&8ENTLS
A—IVT KL 2 EFESE

RSB ELIEEBERA—ILT7RLAD

SEEHIN VBT EERHRELET,

e [Sign into your account] |ZE2&EIEN
TWBI BT )Y

FfldxD URL #7)v LT AyaR—
FICT7 o2 ALE T,

. dashboard.umbrella.com
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umbrella-support@cisco....
Cisco Umbrella/t{ZX7— FoUtyH 11:56

Cisco Umbrella/t29—RoUtzy ~

umbrella-support@cisco.com
s

aseo. C1SCO Umbrella

Cisco Umbrella? i b D/ SRT—R DYy bERERELEL.

NRT—FOYEYPEBERLIIBEE SSEY v ILTIRT—FE £y LTS
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KBLBRALLET,

The Umbrella Team
umbrella.cisco.com

PR HSREGFET— R v INTENET H? BF A—IL umbrella-
support@cisco.com

o *15%& [Umbrella Support] H50D44
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0O »—vEERBEATLBY Y EY
Uy

ISR SRT—ROBE (@R X—IH

2 RRENET

Cisco Umbrella O—=>5 9547 bhtchtyb7vT A4F

05



O EFA-V] COTHRBLILERER
A—IVT RLREAS

@ 5RT-F] [EED 2T REAS

Sl ) @ SRT—FOR#EE) ILOTAALR IR
J{ZRD— RoiElR d T—FEBEAN

TLEEW. JRD-FRUEy bana &, fil
QA E1—F LOBRENT Y= A5007

BFATRLREFLWIRT— BEANL > . @ V] \Z7—RDYty N &0)wo

\ JSAT—ROBEART THE. OF A —
I & mameshiba@topstudio-ce net A : 9b§§ﬁiﬂ$3—o

3=
. AR
PAP SR

« 8~2S6XFTHIBEN DO /\OXU_ |\\\ Li\ g@j(ﬁ(?—\ ﬁd\Y$\

. X%?:’.‘\’J:K?«EQ‘@(&E1&$§"Z%®%? '_‘_| . o= o “
Sushashc saminogy e, BLURS (P @ 5L %=

. I-HRO-BEIOBIEFTITRA . S
@ Thzhn 1 B‘ZE?LXJ:?@\ 8 ~ 256
: XFDORECHRET2RNENBIET,
FRALPTOEEPRLEL X—ILT R
Copyright @:2020 Cisco Umbrells | ZHIFIE{T | T54/(S—RUY —fi—b [./Xtiﬁ(bﬁb\—(<7—i_fb\o

® [wmBFx—V] cOTHRRLEEER
A=)V RL X% AT

@ SRT—F] [HEED/ AT REAS
aico’ D o] 5o

Cisco Umbrella B OOAVARTTHE. Aviaf—FHER
2 e 8 S
EFAAEIEELTR \ T AvaR—RhH5 Cisco Umbrella
I A mameshiba@topstudio-ce net |I— 13 [} —57’7’75’(77 l\ @4)7\ f\—5%§'7\/
JRI—K X O—KRLZE9,

JRD— FERNTES | I8 A

MEMO

DEIERD URL Do, BEBERA—IV7RLRAERELI/NAT—R TRy R—RICAY AV TEET,

. dashboard.umbrella.com


http://dashboard.umbrella.com

B x—>E80-k33
. AVAN=2%ZTA—RTS

Cisco Umbrella Zv>aR—KH5, Cisco Umbrella O—Z247 0547 bDA VA= 2 O—RLE T,
AVAR=ZI&, FEIOY A VEEDIHERTEND [Cisco Umbrella Dy b7y 7| O —RKHh 5, FhIEBEERRIN
% [BA| AZa3—HBR 70— RTEET,

- oy NPy TP — RS VR R —SE LS O— K3

Cisco Umbrella Zv>aR—RA\O#EIAY 1 >EDd+, [Cisco Umbrella Dy r7v 7| D4 —RHARRINET,
T4 —RTld. Cisco Umbrella O—=>7 05472 DAV A M—)UIc&BA—Z5 A E2—2D8MN (VA N—Z
DRI O—NR) 217 T DHCP Y—/\®)L—52 T7A 7 04— VE; DRy NI—IDBME S R—rLETH. &H
AFTIFERLEYT, (1 FvaR—FicOd1>93%] OFIET. FEIAT 1 VH5E 7 LIRENSERALE T,

O FEEz*Fy7] 2V
Cisco Umbrellad &y k7w F

Fy b7 oo T —=RTIEED, TRy FT—IDEM ] E
N EDNFRREINETITH AR TIFEELET,

ThICED. TOFRY NI—DDIPAR—ARRSA Lo —Fy Mo
BEITBIRTOT) A ADRBEHLETEET.

BHIC, /TUUyIDNSERDCisco Umbrella DNSH—/(ICRIFE
En

IPv4: 208.67.220.220 &  208.67.222.222
R, Ry hI—IORBEFRLET .

Fy ho—o#
RA Ry FI—5

IOy MO DEREFALET
@ PvaDF

O 1PveDH

O IPva&IPVEOETE

Pva7 FL A
0000 / ‘ 2

0 *v rI-IOBTEROIET XIS AINGEEET .

1@

MEMO

[ZyhT—ODBN | BEE Cld. DHCP ¥—/\®)b—% 77147 74— VDRESEY—)U T DNS REEZF I 5EE, SERED
EICHEYET, <hbLE A o0 RF2 4~ Cisco Umbrella Z—%AHA K10 IDNS D% Cisco Umbrella [CERET 3.
BELO [TPAT0TATADEBIMERY N T—VDIRFE | ZHELZELN,

. docs.umbrella.com/deployment-umbrella/docs/cisco-umbrella- N&2Z%Z -1

Cisco Umbrella A—=>9 9547k bhTchty b7y T A4F


https://docs.umbrella.com/deployment-umbrella/docs/cisco-umbrella-へようこそ-1
https://docs.umbrella.com/deployment-umbrella/docs/cisco-umbrella-へようこそ-1

© windows Fi~Zk—51% [Download
N e Windows Client].macOS B> A~—
S SlZ [Download macOS Client] %%
O-S3oaEa—S0oRE Do LT, AVAN—ZHEZEDIBAIC

Fy bI—ZORAOT YT by TRTRAZ by TERETEET. >
ADDBEISAT 2 MNIREROT L FRA > hORBELELE {%ﬁ

¥
Cisco Umbrellal—X 951 P>k e [*k/\] 7&7')“/'7

Download Windows Client
Supported Versions: Windows 7, 8, 10

Download Mac OS X Client
Supported Versions: OS X 10.9+
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o Umb 0 [gl] w7y
- e 'éllls'nlzlz;‘ Overview £ LAST 24 HOURS ~

oare: 0 requests blocked in the last 24 hours View Trend | View Details

Gommand and Gontrol: 0 requests blocked in the Iast 24 hours  View Trend | View Details

Cryptomining: 0 requests blocked in the last 24 hours View Trend | View Details

Deployment Health

m Active Networks Active Roaming Clients Active Virtual Appllances
199%) 111 Actve () 1) acne %1 0/0Acwve

Actlve Network Tunnels

nbrella-support@cisco.com
Network Breakdown (3 see All Security Events
SIEIUYD

ALL DNS PROXY

Total Requests
387.2K Total a 82% vs. previous 24 hours

40K

> &% Settings

JAvE1—%] &IV

()
ju)
|
1
\

Hmm B4 LAST 24 HOURS ~ wi
e b Overview C)

Schedule

Malware: 0 requests blocked in the last 24 hours View Trend | View Details
Gommand and Gontrol: 0 requests blocked in the Iast 24 hours  View Trend | View Details

Cryptomining: 0 requests blocked in the last 24 hours View Trend | View Details

ment Health

Active Networks Active Roaming Clients Active Virtual Appliances
171 Active () 1) acne * | 0/0Acive

100%

Actlve Network Tunnels

Network Breakdown (3 see All Security Events

ALL DNS PROXY

Total Requests
387.2K Total a 82% vs. previous 24 hours

40K

> &% Settings
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Umbrella

> ¥ Settings

> ¥ Settings

O :=

B APTAFFATA (79)
alvaln I
e b Roaming Computers e e_ pwegc‘ sUg

Roaming Computers are those that are protected by either the Umbrella Roaming Client, or the Umbrella Roaming
Security module for AnyConnect. This area of the Dashboard gives you the ability to deploy and manage your Roaming
Computers. To deploy either agent type, click the * Download” button in the upper-right. Once installed, use the search
1o find computers and check the status of your clients. Each Roaming Gomputer can be expanded for more detail about
its state and tags can be added (o group computers together.

Q search Aavanced v
4Total
[  IdentityName 4 Stats Tags LastSync v
Offiine
(u] D Jun 26, 2020 v
Offiine
[m] 0 Jul 25, 2020 v
Protected & Encrypted at
the DNS and IP Layers
0 i annourago v
Offiine
m] D May 2, 2020 v
BE C EE

Download Roaming Client

The roaming client protects laptops and desktops, on and off the network. Before
installing the roaming client, read through the documentation and prerequisites.

For your interal domains to resolve, you must add them to the intemal domains
list. IV's important to add them before you deploy!

Gisco Umbrella Roaming Client

Download Windows Client
Supported Versions: Windows Vista, 7, 8, 10

Downioad macOS Client
Supported Versions: macOS 10.11+

AnyConnect Umbrella Roaming Security Module

Cisco AnyConnect can be configured to n Umbrella Roaming Security module
which provides similar functionality to th client. There are many deployment
options, and each requires the customize le downloaded below. For full
documentation, read here.

Download Module Profile

B | The Uniwella modue recuires AnyConmect for Window ér mac0S, wersion
43 MR1 minimum. 4.3 MR4+ is recommended

The AnyConnect 4.x client download can be found here (requires contract)

e [Roaming Client] =2')wv%

[Download Roaming Client] R 777v>
DAV RIDREET

© windows F>Zk—51% [Download
Windows Client].macOS B> A~—
2% [Download macOS Client] %7
VLT, AVAN—=SHBEEDIFFAIC
Rz

© x1z7Uvs

AVAN=SDRATA—RHET LELT
1 ¢, Cisco Umbrella THRZELZWVWOY
Ea1—4%Ic Cisco Umbrella OA—=>77054
TNEAVAN=IVLET,

LIVA—RLIeAVAR=3IE, BEFROEBERTYT (EBICEEDBRZSGATOET), NENIUIERLEWLTIEL,
oo AVAN—S%ZER I BE0IC. OS HEDKEL I —TAUTABETA VAN —SDRERET 7V E R CEDDEDD R T BT

EEHERLET,
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EAOVO—FT5] Ol [2-2 BAX
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TAVAN=DHFELER (T+ILE) &
BWTC A VAN—ZDEMET 71 IV fRR
(BRI L9, 771/L%&lE [OpenDNS-
URC-win-x.x.xxx] (LsEFELETR) £
I& [OpenDNS-URC-win-x.x.xxx.zip]
RFHYFRTR) TIo

MEMO

BEDVINIT 7 CEET 71 IV iR
BCERWEEIE. OS ZEDMEE
A—T4UTa%xE DY ThoTT
THRRELTIZE0N,

O xR —SE=F
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ﬁ Umbrella Roaming Client Setup

Setup Wizard

Wizard.

UMBRELLA

Welcome to the Umbrella Roaming Client

The Setup Wizard will install Umbrella Roaming Client on your
computer. Click Next to continue or Cancel to exit the Setup

Back . Next Cancel
ﬁ Umbrella Roaming Client Setup
Destination Folder
Click Next to install to the default folder or click Change to choose another.
Install Umbrella Roaming Client to:
C:¥Program Files (x86)¥ OpenDNS¥Umbrella Roaming Clienty
Change...

Back . MNext Cancel

© Next] #7UvsL

O Next] #57Uvs



B o= 90547 M e VA ILE B

ﬁ Umbrella Roaming Client Setup — > e [nstall] =217
[(A—5— TAVVME] 214707 RvIX
Ready to install Umbrella Roaming Client AEEEET,

Click Install to begin the installation. Click Back to review or change any of your installation
settings. Click Cancel to exit the wizard.

?

Back l Glnstall | Cancel

R » (6 MR D

ZOTTUNT NAACEBEMA BT EFFRILET TAATTIRIRLES
17

I:I Umbrella Roaming Client Installer

SR FHDFHITIT: OpenDNS
IPANDAFESL: ZOAVEI-5—EON-F F5AT

6
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t@ Umbrella Roaming Client Setup

UMBRELLA

Completed the Umbrella Roaming Client

Setup Wizard

Click the Finish button to exit the Setup Wizard.

Back

Cancel

Umbrella Roaming Client (2.2.356.0)

IPv4 DNS status: o
» Protected

ﬂ Encrypted
User Identity:
IPv4 Address 192.168.144.128
IPv6 DNS status (BETA):
& Not Required
g Unencrypted
User Identity:
IPv6 Address:
IP Layer Enforcement status:
@ Local Protection (blacklist only)
Details:
Last Connected: less than a minute ago
Logeing: Off
Client Name: s o
Organization Id®

Device Id:

Run Diagnostic Tool

23:08
o

2020/07/27

€ (Finish) #7Uvs

AV A= IUHE T LE LTz, Windows D%
AT ANCRRENTWBO—ZT 0547
VRDNATA D TIREERFEERLE T,

O s2otL1 0 @17 1avEs v

e [IPv4 DNS status] H* [Protected] T
HBTEHHERR

[IPv4 DNS status] »* [Protected] DIiF5&.
AO—=27054 7 MIEBICEEL TV E
T, Ffee A—ZV00SAT U NEA VA R—
IWLTedvEa—20&FH, Zvakr—R
ICO—3Y5avEa—2LLCEMENTVE
9, BvaR—RICT77E AL CENMNERL
9,



© i Overview

VIEW PRICING & PURCHASE

) LAST 24 HOURS ~

Malware: 0 requests blocked in the last 24 hours View Trend | View Details

Command and Control: 0 requests blocked in the last 24 hours View Trend | View Details

mining: 0 requests blocked in the last 24 hours View Trend | View Details

B o= 9057V RN-IVT B

@ =) ErUYs
@ o-z>vavEa—5 #Uvs

D

yment Health

Active Networks
0/0 Active

Active Roaming Clients

. 1/1Acive

Network Breakdown

Active Virtual Appliances

1 0/0actve

[ see Al Security Events

PROXY

Total Requests
0 Total - % vs. previous 24 hours

No Results Found

Try expanding the time range of your search.

Total Blocks
0 Total - % vs. previous 24 hours

@ > ea—soemERER
O—22995A 7Y MeA YA R—IU LY
C1—28h AT —HRBREELEBITUR
FERENET,

BA APPAFLFATA

alnalie
6 “dic Roaming Computers @

Settings

A

APPATITATA
Roaming Computers are those that are protected by either the Umbrella Roaming Client, or the Umbrella Roaming Security
module for AnyConnect. This area of the Dashboard gives you the ability to deploy and manage your Roaming Computers.
To deploy either agent type, click the * Download® button in the upper-right. Once installed, use the search to find
computers and check the status of your clients. Each Roaming Computer can be expanded for more detail about its state
and tags can be added to group computers together.

EHLTIAZ
Q_ search Advanced v
Chromebook1—
1 Total
[0 MdentityName 4 Status Tags Last Sync v
Protected & Encrypted at
the DNS Layer
o 9 , e 2 hours ago v

Page|| V' Resuitsperpage: 10 v 1-1of1 ¢ >

2
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A root certificate authority (CA) certificate is required in any circumstance where Umbrella must proxy and decrypt HTTPS
traffic intended for a website. It is required for Bock Pages and HTTPS inspection so that the browser does not present an
error page. You can either download and install Umbrelia’s root GA certificate or add your own GA certificate to Umbrella.
Adding your own CA to Umbrelia gives you the option of installing your own root CA certificate in a web browser instead
of Umbrella’s. For more information, see Manage Certificates
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